
YOUR SECURITY MATTERS

 TIPS ON ONLINE AND OFFLINE SECURITY

Being a human rights defender means you may at times be subject to increased 
risk from those who seek to deny the basic human rights and freedoms you work 
to protect. It’s important you are aware of these risks and how to keep yourself 
safe.

It is very important that you protect yourself from both online and offline threats. 
Threats can include anything from surveillance of your online activities to 
physical attacks from extreme elements opposed to your work. The following are 
some considerations and best practices for a variety of situations. In all cases, 
practicing good situational awareness is critical – the risks we face are always 
higher when we become complacent.
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 ONLINE SECURITY RECOMMENDATIONS

Use a new, different, password for this site. Using a password that you’ve used on other sites makes 
it much more likely your account could be hacked. This cartoon shows a good approach to picking 
stronger passwords that can be easy to remember.

 BASIC

 1.

Keep your computer or mobile up to date. Install operating system and application updates when 
prompted, particularly for things like Adobe Flash and Java. 2.

Be cautious of links/attachments that are shared in the discussion forum. Reach out to us at 
academy@amnesty.org if you see something suspicious posted. 3.

Be a little cautious before you share sensitive personal or activism related information with others. 
Having a quick phone conversation by WhatsApp (or other apps) is a good way of making sure some-
one is who they really claim to be before you talk about sensitive activism topics.

 4.

Familiarize yourself with the state of internet surveillance and internet censorship in your country 
(The Freedom house report is a good starting point). The Academy uses HTTPS to encrypt pages de-
livered to you, anyone with visibility of the network you’re using can see the fact that you’re visiting 
the site. If you think that your government knowing you visit Amnesty Human Rights Academy could 
put you at risk then consider the ‘Advanced’ section below and try to seek advice from trusted con-
tact who can advise on digital security.

 5.

https://xkcd.com/936/
mailto:academy@amnesty.org
https://freedomhouse.org/report/freedom-net/freedom-net-2015


YOUR SECURITY MATTERS

 ONLINE SECURITY RECOMMENDATIONS  ADVANCED

Create a new email address specifically for signing up to the Academy and getting updates from us- 
if you opted for receiving those! Gmail accounts are easy to setup and support two-step authentica-
tion, which we strongly recommend.

 1.

Consider using a VPNs or Tor to hide the fact that you’re visiting the Academy website. This isn’t a 
total guarantee of privacy but it will make it much harder for someone like your ISP to know what 
you’re doing. Be aware – some types of encryption may be illegal in certain countries and using Tor 
can draw attention to you in and of itself.

 2.

OTHER RESOURCES:

For more advice on digital security and protecting your privacy online we recommend the 
following: Surveillance Self-Defence guide produced by the Electronic Frontier 
Foundation.

https://ssd.eff.org/
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 PERSONAL SECURITY RECOMMENDATIONS

 PROTESTS AND DEMONSTRATIONS

• Be aware that camera lenses and filming equipment can be misidentified as a threat 
     by security forces.

• Ignore verbal ‘bait’ from passers-by or counter protesters. Do not get into unnecessary 
     arguments.

• If caught in a fleeing crowd, attempt to identify ways to escape perpendicular to the 
     flow of traffic. Know your escape route in advance.

• Have a pre-arranged “safe zone” or meeting point where you and your friends can 
     meet if separated.

• Carry a bicycle helmet to avoid head injuries if the authorities use force.

• Remain calm and compliant if stopped by the authorities.
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 PERSONAL SECURITY RECOMMENDATIONS

 PUBLIC TRANSPORTATION

• If taking a taxi from the street, note the plate or 
    identification number before getting in the vehicle. Also 
    note driver identification in countries where it is 
    commonly displayed.

• When taking taxis always sit in the back seat rather than 
    with the driver.

• When taking buses avoid window seats and sit near the 
    driver when possible.

• Avoid taking public transportation late at night when 
    there are very few others travelling.



YOUR SECURITY MATTERS

 PERSONAL SECURITY RECOMMENDATIONS

 AT HOME

• Have at least two locks on each exterior door, one of 
    which should not be manipulated from the outside (e.g., 
    deadbolt, latch).

• Routinely check that windows are secured.

• Introduce yourself to your neighbours.

• Ensure that a friend or family member is able to check 
     on you if they have not heard from you in some time.
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 PERSONAL SECURITY RECOMMENDATIONS

 IN GENERAL

• Know your closest police station, fire station, and 
     hospital.

• Avoid walking alone at night, especially in unfamiliar 
    areas.

• If you suspect that you are being followed, enter any 
     busy public place and call the authorities or a friend.

• Keep a note of major medical conditions or allergies 
     somewhere on your person.

• Do not accept food or drinks from strangers. Always keep 
     your food and drink in sight.

• If you consume alcohol, be aware that it is likely to 
     reduce your level of awareness and judgment.


